ARTIFICIAL INTELLIGENCE (AI) USAGE POLICY TEMPLATE
[FIRM NAME]
Effective Date: [DATE]  |  Policy Owner: [CCO / COMPLIANCE / OTHER]

Template Note: This template is intended as a starting point for financial services firms, including investment advisers and broker-dealers.  This template should be tailored to the firm's business, technology, AI use cases, data practices, existing policies, and risk profile.  It may be read in conjunction with our artificial intelligence think piece.  Bracketed language should be completed or revised before adoption.  The firm should coordinate this policy with appropriate internal and external constituents, including legal, compliance, privacy, information security, recordkeeping, vendor management, and incident response policies.  This document is for information purposes only and does not constitute legal advice.
1. Purpose
The purpose of this Artificial Intelligence ("AI") Usage Policy (the "Policy") is to establish requirements for the responsible use of AI technologies in connection with [FIRM NAME] (the “Firm”) business.
AI Tools may improve efficiency, research, drafting, and other business processes, but their use may also create risks relating to confidentiality, information accuracy, cybersecurity, recordkeeping, and regulatory compliance.  AI Tools may also lead to outputs that make mistakes.  This Policy is designed to establish guardrails for the appropriate use of AI consistent with the Firm’s fiduciary obligations, applicable laws and regulations, and internal compliance and risk management framework.
This Policy supplements, and does not replace, the Firm’s other applicable policies and procedures, including [Select as appropriate: Compliance Manual, Code of Ethics, Information Security and Privacy Policy, Acceptable Use Policy, Data Classification Policy, Recordkeeping Policy, Vendor Management Policy, Cybersecurity Policy and Incident Response Plan], as applicable.
2. Scope
This Policy applies to all employees, officers, and supervised persons of the Firm.  It also applies, as appropriate, to contractors, consultants, temporary workers, and other third parties who use AI Tools in connection with Firm business or have access to Firm or client information in connection with services provided to the Firm.
This Policy applies to AI Tools and AI-enabled functionality used in connection with Firm business, whether accessed through a standalone platform, embedded within another application, or otherwise made available through a third-party service.  AI functionality that operates in the background and does not involve user interaction or the submission of Firm or client information is outside the scope of this Policy.
3. Definitions
For purposes of this Policy, the following definitions apply: 
Artificial Intelligence (AI): Technology that uses machine learning, large language models, or similar techniques to generate content, analyze information, identify patterns, or make predictions or recommendations based on data or user input, including generative AI.
Generative AI: A subset of AI capable of generating text, images, code, summaries, analyses, or other content in response to prompts or other inputs.  This includes and is not limited to AI agents and AI bots.
AI Tool: Any standalone application, platform, feature, or functionality that uses AI and is accessed or used in connection with Firm business, including AI functionality embedded within another software application.
Approved AI Tool: An AI Tool that has been reviewed and approved for the applicable business use under the Firm’s approval process.
Confidential Information: Non-public information relating to the Firm, its clients or prospective clients, employees, or other third parties, including personally identifiable information, financial or account information, portfolio information, proprietary business information, and other information subject to confidentiality or privacy obligations.
4. Governance and Approval of AI Tools
The Firm may classify AI use cases based on risk.  Higher-risk uses may require enhanced review, testing, monitoring, documentation, or supervisory controls.  Examples of higher-risk uses may include investment recommendations, trading support, portfolio management, client-facing communications, regulatory filings, surveillance, monitoring, valuation, suitability determinations, and other activities involving the exercise of professional judgment. 
In addition, prior to authorizing certain higher-risk AI use cases, the Firm may conduct appropriate testing or validation to assess functionality, reliability, accuracy, and compliance with applicable requirements.  The Firm shall periodically assess, and no less than annually document, how AI is being used across the organization, including standalone and embedded AI Tools, and determine which AI Tools and uses are appropriate for Firm business.  This may include interviews, discussions or surveys.  A record of assessment shall be maintained.
AI Tools used for Firm business should be reviewed and approved in accordance with the Firm’s established approval process.  The review must be appropriate to the nature and risk of the proposed use and may consider factors such as the intended use, information to be processed, data protection and security, regulatory and recordkeeping considerations, and appropriate human oversight.  Approval is granted by [insert individual or committee].  A list of Approved AI Tools is included in Appendix A of this policy.  The Firm should maintain and update this inventory to reflect currently approved AI Tools and material AI use cases utilized in connection with Firm business.
Approved AI Tools, permitted uses, and any applicable restrictions should be documented in a manner determined by the Firm.  The Firm shall maintain an inventory of approved AI Tools and material AI use cases, including applicable business owners, approved purposes, and any relevant restrictions or conditions.  Approval of an AI Tool does not necessarily constitute approval for all uses of that tool.  Personnel may not use personal AI accounts, browser extensions, or AI-enabled applications for Firm business unless specifically approved by the Firm.  
5. Permitted Uses and Conditions
Approved AI Tools may be used for Firm business purposes when such use is consistent with this Policy and other applicable Firm policies and procedures.  Personnel may only use Approved AI Tools within the scope for which they have been approved and subject to any applicable conditions or restrictions.  Permitted uses may include research, drafting, summarization, administrative or operational support, data analysis, and other business activities approved by the Firm. Uses involving client communications, investment activities, marketing, regulatory filings, or other higher-risk functions are subject to appropriate review and oversight.  Use of AI Tools in connection with investment research, portfolio management, trading, investment recommendations, suitability analysis, or similar investment functions must be specifically approved by the Firm and subject to appropriate supervision and testing.
AI-generated output should not be treated as authoritative or relied upon without appropriate human review.  Personnel remain responsible for reviewing and, where appropriate, independently verifying AI-generated output for accuracy, appropriateness, and compliance before it is relied upon or distributed.  Human review should be commensurate with the significance of the use case and should include evaluation of accuracy, completeness, reasonableness, and compliance implications.
6. Data Protection and Confidentiality
Personnel must exercise appropriate care when entering information into AI Tools. Confidential Information may only be entered into an Approved AI Tool when the tool and applicable use have been approved for that type of information.  When using AI Tools, personnel should limit the information provided to what is reasonably necessary for the intended purpose and, where appropriate, de-identify or anonymize Confidential Information before submitting it.
Personnel should consider how information submitted to an AI Tool may be retained, used, shared, or otherwise processed by the provider, including whether submitted information may be used to train or improve AI models.  Any use of Confidential Information for such purposes must be appropriately reviewed and approved by the Firm.
7. Prohibited Uses
Personnel may not use AI Tools in a manner that:

· is inconsistent with the scope, conditions, or restrictions applicable to an Approved AI Tool;
· relies on AI-generated output without appropriate human review, including for investment decisions, client communications, regulatory filings, or other activities requiring professional judgment;
· autonomously executes trades, approves transactions, or makes binding commitments on behalf of the Firm or its clients without appropriate human authorization;
· creates or distributes false, misleading, fabricated, or unsubstantiated information, including information relating to investment performance or the Firm’s capabilities or use of AI;
· circumvents or interferes with the Firm’s compliance, supervisory, information security, approval, or recordkeeping controls; or
· violates applicable law, the Firm’s fiduciary obligations, contractual requirements, or other Firm policies and procedures.

In addition, personnel may not deploy AI agents that independently access systems, initiate transactions, modify records, communicate externally, or take actions on behalf of the Firm without appropriate approval, controls, and human oversight.
8. Client Communications, Marketing, and External Statements
AI-assisted client communications, marketing materials, regulatory filings, DDQ or RFP responses, and other external communications remain subject to the Firm’s applicable review, approval, disclosure, and recordkeeping requirements. Personnel remain responsible for ensuring that such communications are accurate, appropriate, and consistent with applicable law and Firm policies and procedures.  Any statements regarding the Firm’s use of AI must accurately reflect the Firm’s actual practices and capabilities. Personnel may not make false, misleading, exaggerated, or unsupported statements regarding the Firm’s use of AI.
9. Vendor Due Diligence
The Firm should consider AI-related risks as part of its due diligence and ongoing oversight of relevant service providers. The nature and extent of the review should be appropriate to the services provided, the Firm’s use of the AI Tool, and the information the provider may access or process.
As applicable, the Firm may consider the provider's information security controls, applicable audit reports, subcontractor arrangements, data retention practices, model training practices, and other factors relevant to the Firm's risk assessment.   The Firm should also consider how a provider retains, protects, uses, and shares Firm or client information, including whether information submitted through AI-enabled features may be used to train or improve AI models.  The Firm should also consider whether material changes to a service provider’s AI functionality or data practices warrant additional review.
10. Recordkeeping
Use of an AI Tool does not alter the Firm’s recordkeeping obligations. AI-generated or AI-assisted content that is subject to applicable recordkeeping requirements must be retained in accordance with the Firm’s existing recordkeeping policies and procedures and, where applicable, preserved through the Firm’s approved recordkeeping systems.  This includes prompts, outputs, or related documentation when required under applicable recordkeeping requirements or Firm procedures.
11. Incident and Issue Reporting
Personnel must promptly report known or suspected issues arising from the use of AI Tools in accordance with the Firm’s applicable incident reporting or escalation procedures.  Reportable issues may include unauthorized disclosure of Confidential Information, security or privacy incidents, material inaccuracies or errors, use of an AI Tool outside its approved scope, or other AI-related activity that could create material risk to the Firm or its clients.  Material errors, inaccuracies, or misleading outputs generated by AI Tools that may impact clients, regulatory filings, disclosures, or investment-related activities should be promptly escalated to [Compliance].
12. Training and Employee Responsibilities
The Firm should provide personnel with training or guidance regarding the appropriate use of AI Tools, including applicable risks, restrictions, and responsibilities under this Policy. Training should be appropriate to the nature and extent of the Firm’s use of AI and may be incorporated into the Firm’s broader compliance or information security training.  Personnel are responsible for understanding and complying with this Policy, using AI Tools only as permitted, exercising appropriate judgment and oversight when using AI-generated output, protecting Confidential Information, and promptly reporting potential issues in accordance with the Firm’s applicable procedures.

Requests from clients, prospects, consultants, regulators, or investors regarding the Firm's use of AI should be coordinated with [Compliance] or other designated personnel to help ensure consistent and accurate responses.
13. Annual Compliance Review and Ongoing Monitoring
The Firm should periodically review its use and oversight of AI as part of its compliance program, including, as appropriate, through the Firm’s annual compliance review.  The review should consider whether AI is being used consistently with this Policy and whether the Firm’s controls remain appropriate considering its current use of AI and any material changes in its business, technology, or applicable regulatory requirements.  Specific testing in this area should be included as a part of the process.  The Firm should also consider whether changes in AI Tools, AI-enabled functionality, or actual usage practices warrant changes to the Firm’s AI-related controls or this Policy.  Review may include testing of approved AI use cases, sampling of AI-assisted work product, verification of adherence to data handling requirements, and confirmation that approved AI Tools remain appropriate for Firm use.
14. Enforcement
Violations of this Policy may result in disciplinary action, up to and including termination of employment or engagement, as appropriate.  Depending on the nature and severity of the violation, the Firm may also take other remedial action as appropriate.
15. Policy Ownership and Review
This Policy is owned by [CCO / Compliance / Governance Committee / other designated owner] and will be reviewed periodically and updated as appropriate to reflect changes in the Firm’s use of AI, applicable risks, business practices, technology, or regulatory requirements.   Material legal, regulatory, or operational developments relating to AI should be considered in determining whether interim updates to this Policy are necessary.



Appendix A - Approved AI Tools
The following AI Tools have been approved for use by the Firm, subject to the permitted uses, conditions, and restrictions identified below. Approval of an AI Tool is limited to the uses described and does not constitute approval for other uses of the tool.

	AI Tool / Feature
	Approved Use(s)
	Conditions / Restrictions
	Business Owner

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


AI Tools not identified above may not be used for Firm business unless approved in accordance with the Firm’s established approval process.  Please contact [insert name and contact information] for more information or to answer any questions pertaining to this policy.

